ABSTRACT Wireless sensor networks (WSNs) are increasingly gaining impact on our daily lives. They are finding a wide range of applications in various domains, such as health-care, environmental monitoring, and so on. In future, WSNs are expected to be integrated into the Internet of Things (IoT). The integrity of the sensed data is of primary importance in WSN and IoT applications. However, WSN platforms always have very limited resources in terms of battery power, computing, and memory. Therefore, it is a key challenge to design an energy-friendly, lightweight digital signature algorithm for WSN platforms. In this paper, we present precomputation methods for unbalanced oil-vinegar (UOV) signature scheme by exploiting the energy-harvesting capabilities of WSN to enhance the performance of UOV signature. In addition, we combine a circulant method with precomputation in the UOV signature to further reduce the energy cost. Meanwhile, the circulant method reduces the size and the memory overhead of the precomputation tuple. This increases the availability of precomputation and greatly enhances the availability of the overflow energy. By integrating the above-mentioned optimization methods, the cost of UOV signature in a WSN node can be reduced by 93%. This greatly enhances the performance of UOV signature, making it feasible for the practical deployment on resource-constrained wireless sensor platforms.
I. INTRODUCTION
Wireless sensor networks (WSNs) are spatially distributed autonomous devices using sensors to monitor physical or environmental conditions [1] , such as temperature, sound, pressure, etc. It has been widely used in commercial and industrial applications [2] - [7] , [8] due to its low cost and pervasive capability. In some WSN applications, the integrity of the sensed data is of primary importance. For example, in the social/health care systems, sensitive information about elderly people or patients emergent conditions are transmitted from sensors to base stations. Altered or modified data could induce serious consequences for people in critical condition.
However, due to the property of wireless communication, WSNs are more vulnerable to various attacks than wired networks [9] . Moreover, WSN platforms always have very limited resources in terms of battery power, computing and memory. Traditional digital signature schemes, such as ECDSA and RSA, are not suitable for WSN. Previous works [10] - [13] have presented ECDSA and RSA implementations for WSN, but the performance and energy consumption of generating signatures are still unacceptable. It is a key challenge to design an energy-friendly, lightweight digital signature algorithm for WSN platforms.
Energy Harvesting Technologies [14] provide the possibility of reducing energy consumption and improving performance of digital signature in WSN platforms [15] . Wireless sensor nodes with energy harvesting capabilities (EH-WSN) are motes that are able to extract energy from surrounding environment and convert it into usable electrical power. The harvested energy varies depending on the environment of the motes. An energy peak occurs when the harvested energy exceeds the maximum capacity of the capacitor or a given charging level threshold, and a node is harvesting power at a rate that exceeds its current power consumption. The overflowed energy would be wasted if not immediately used. Precomputation techniques can be used to take advantage of these overflowed energy. With precomputation techniques, one can divide a signature scheme into online phase and offline phase. The offline phase is independent of the message to be signed, and the online phase depends on the message to be signed. We can precompute the offline phase when an energy peak occurs and save the intermediate value in memory. When we get message to be signed in the online phase, we can get the intermediate value from memory and compute the signature. This will minimize the run-time energy and latency for signature generation.
Bianchi et al. [16] show that complex security mechanisms may become significantly less demanding when it is implemented in order to take advantage of energy harvesting opportunities. They propose AGREE, a framework that exploits energy harvesting opportunities to precompute Ciphertext Policy Attribute Based Encryption (CP-ABE), so as to minimize the run-time energy and latency of CP-ABE. Inspired by this work, the method of combining energy harvesting capabilities with precomputation methods to generate signature has been applied to many signature schemes, such as ECDSA [17] , [18] , hash based signature schemes [19] , and lattice based signature scheme [20] .
Multivariate Public Key Cryptography (MPKC) is one of the most promising candidates for Post-Quantum Cryptography which attracts the attention of scholars [21] , [22] . MPKC appears to be a good solution to WSN platforms because it has reasonable performance and moderate resources requirement [23] . The Unbalanced Oil and Vinegar (UOV) scheme is one of them. It remains secure for two decades and none of the existing attacks can cause severe security threats to it. Many previous works implemented UOV in low-resource embedded systems [24] - [26] . However, as mentioned in [20] , the method of combining energy harvesting capabilities with precomputation methods to generate signature seems not suitable for MPKC.
In this paper, we present precomputation methods for UOV signature on energy-harvesting platforms. Our contributions are the followings:
1) We present a precomputation method for UOV signature scheme by exploiting the energy harvesting capabilities of WSN to enhance the performance of UOV signature. It can reduce the energy consumption by 44%, making it feasible for the practical deployment on resource-constrained wireless sensor platforms. 2) We combine circulant method with precomputation in UOV signature which reduce the energy consumption of the basic precomputation for UOV by 87%. Meanwhile, circulant method reduces size and memory overhead of the precomputation tuple. Therefore, the number of precomputation tuples increases, and the availability of precomputation increases. This also greatly enhances the availability of overflow energy. 3) By integrating the above optimization methods, the cost of UOV signature in a WSN node can be reduced by 93%. Our experimental results show that the energy harvesting technique does not leave MPKC behind while improving other signature schemes for WSN platforms.
II. BACKGROUND A. PRECOMPUTATION IN EH-WSN PLATFORMS
WSN platforms often have long idle periods before they are interrupted by an immediate request. Therefore, their nature allows to partition signature generation into offline and online phases. The offline phase includes the workload that can be handled at idle periods before a request comes. It corresponds to all computations that can be completed without knowledge of the message to be signed. The online phase includes the workload that depends on the message to be signed. The online phase is always very efficient and can be completed quickly. However, execution with precomputation is generally not used in WSN platforms because it requires more energy and storage than monolithic execution. Energy harvesting capabilities provide possibility of using precomputation in EH-WSN platforms. The amount of harvested energy depends on the environment and has a very large variance in different periods. Figure 1 shows the trace of energy harvested by IXOLAR XOB17-04x3 micro solar cells with a 1F Maxwell HC series capacitor. The red line in Figure 1 stands for the maximum capacity of the capacitor. Those overflowed energy will be wasted if we do not use it immediately. Precomputation techniques can be used to take advantage of these overflowed energy. It can reduce the total power consumption and run-time latency of signature generation.
B. UOV SIGNATURE SCHEME UOV [27] is a modified version of the Oil and Vinegar scheme designed by J. Patarin. It poses a strong security and none of the existing attacks can cause severe security threats to it.
To figure out what UOV is, first of all, we would like to introduce the concept of Oil-Vinegar polynomial with the following form:
Variables are divided into two kinds in the above polynomial: Oil variables (x i ) and Vinegar variables (x j ). The number of Oil variables is o and the number of the Vinegar variables is v. VOLUME 6, 2018 Central map F can be composed of o Oil-Vinegar polynomials. The map F = (f 1 , f 2 , · · · , f o ) can be easily inverted. The invertibility of the central map comes from the fact that once random values are assigned to the Vinegar variables set, it becomes a set of linear equations of Oil variables and can be solved by Gauss Elimination.
Once the central map F is determined, the public key can be calculated as:
where T is an affine transformation. The inverse of P can be computed as follows:
Step 1
Randomly 
Apply inverse map of T to (x 1 , · · · , x n ). [27] .
C. CIRCULANT UOV
Like other MPKC schemes, UOV has a large key size. In [28] , Circulant UOV is proposed with shorter private key and faster signature generation.
The basic idea underlying circulant method is to speed up Step 2 of UOV signing process, which is the slowest part in the signing algorithm. In Step 2 of UOV signing process, we need to solve a linear Lo = u. By introducing some rotation relations into UOV's private key, it can make L become a circulant matrix. The inverse of a circulant matrix can be computed very efficiently by using extended Euclidean algorithm. The inverse of P can be computed as follows:
Apply inverse map of T to (
Circulant UOV stands against all known attacks for UOV if we choose the parameter properly. Experimental results in [28] show that the private key size is 45% smaller than that of UOV and its signing speed is more than 14 times faster than that of UOV.
III. APPLYING PRECOMPUTATION METHODS TO UOV ON EH-WSN
In this section, we are going to describe our precomputation methods for UOV on EH-WSN.
A. PRECOMPUTATION METHOD FOR UOV 1) CONSTRUCTION
The most expensive part in signing process of UOV is Step 2. In Step 2, we need to choose a random vinegar vector v to set up a linear system Lo = u, and then solve this linear system using Gauss Elimination. Here we are going to divide
Step 2 of signing process of UOV into an online phase and an offline phase. First, we show the matrix representation of UOV central polynomials. We keep the constant and linear parts so that our central matrices are (n + 1) * (n + 1) matrices of the form in Figure 2 . The white area stands for zero elements. Submatrix A i is a v * v matrix standing for Vinegar-Vinegar cross-terms coefficients, B i is a v * o matrix standing for Oil-Vinegar cross-terms. C i is the linear coefficients of Vinegar variables. D i in the last column is the linear coefficients of Oil variables, and E i is the constant term.
Assuming the value to be inverted is m. We randomly choose a Vinegar vector v. 
Then we get the linear system Lo = u:
In the linear system, matrix L and vector y are independent of message m. We can compute them before we know the message to be signed. So we can divide it into offline phase and online phase. We propose the basic precomputation method for UOV as follows.
Offline phase: Compute u = m − y and solve the system o = L −1 u. Then the signature can be computed as s = T −1 (v||o). The || operator is the concatenation operator which joins vectors together.
2) PERFORMANCE ANALYSIS
The total computational complexity of execution with precomputation is slightly larger than monolithic execution. In addition, execution with precomputation needs more memory to store the precomputation tuple (v, y, L −1 ). Table 1 gives the computational complexity of UOV with precomputation. From Table 1 , we can observe that the total complexity for UOV with precomputation is not reduced though, the runtime latency is much smaller. When the message arrives, it only needs to do two simple vector matrix multiplication operations. For v = 2o, this can reduce the lantency of signature generator by a factor of o. Although our UOV signature scheme with precomputation can reduce energy cost and accelerate the speed of signature generation in EH-WSN, its experimental performance is not as good as expected. The reason for this problem is that the size of precomputation tuple (v, y, L −1 ) is too large and available storage is not enough to store enough tuples. Since the supercapacitor suffers from leakage, energy which is harvested and not used progressively leaks and is wasted. It is better to precompute tuples as much as possible when harvested energy is available. However, suppose we have 10KB RAM and 1024KB flash and take (GF (31) , o = 33, v = 66) as parameters of UOV. We need about 743 bytes space to store a tuple, and we have to store them in a flash memory. Access to flash memory brings about an extra time/energy cost. Another problem is that we can only store 1200 tuples in the daytime. This will limit the availability of precomputation greatly. To solve this problem, we have to reduce the size of the precomputation tuple.
B. PRECOMPUTATION METHOD FOR CIRCULANT UOV 1) CONSTRUCTION
In this section, We propose Circulant UOV with precomputation. Compared with UOV, Circulant UOV has faster signature generation and smaller private key.
Circulant UOV has some rotating relations among parts of submatrix of different central matrices. Figure 2 have the following rotating relations:
Those rotating relations will make the coefficient matrix L of the linear equations be a circulant matrix. Therefore, only the first row of L needs to be calculated. The inverse of L can be computed using Extended Euclidean algorithm.
Precomputation method for Circulant UOV is similar to that for UOV. The difference is that Circulant UOV only needs to save the first row of L −1 , while UOV needs to save the entire matrix L −1 .
We divide the signing process of Circulant UOV into two phases as follows:
Offline phase: y, g(x) ) into memory. Online phase:
Compute u = m − y and associate g(x) with vector b to get the first row of L −1 . We can see that L −1 is a circulant matrix too. Solve the system o = L −1 u. Then the signature can be computed as s = T −1 (v||o).
2) PERFORMANCE ANALYSIS Table 2 gives the computational complexity of Circulant UOV with precomputation. Comparing Table 2 with Table 1 , we can observe that Circulant UOV has a smaller computation cost in total than that of UOV. Precomputation is perfectly VOLUME 6, 2018 , g(x) ) is much smaller than that of UOV. For Circulant UOV (GF (31) , o = 33, v = 66), we only need about 80 bytes space to store a tuple which is 10 times smaller than that of UOV. This will increase the availability of precomputation. Smaller tuple also reduces extra time/enegery cost for reading flash memory. Circulant Rainbow [29] has better performance than Circulant UOV. However, Rainbow is a multilayer variant of UOV. The inverse of the central map depends on the message to be signed. Therefore, the performance improvement of precomputation on Circulant Rainbow is not significant.
IV. PERFORMANCE EVALUATION
In this section, we will systematically evaluate the performance of our precomputation in a testbed of energy harvesting wireless motes by using simulations-based experiments and actual deployment with real-life energy traces.
A. EXPERIMENTAL SCENARIO
In our experiments, the signature scheme is implemented on the widely used wireless sensor mote TelosB. TelosB is a low power wireless sensor module developed and initially distributed to research community by UC Berkeley. It uses the low power MSP430 microcontroller as the core processor, supports TinyOS operating system, provides 48kB ROM, 10kB RAM, 1024kB flash, and adopts CC2420 wireless radio frequency transceiver chip. CC2420 radio frequency transceiver is the first single-chip 2.4 GHz IEEE 802.15.4 compliant and ZigBeetm ready RF Transceiver. Its performance is stable and the power consumption is very low. The data transmission rate of wireless communication equipment developed using this chip can reach 250kbps. In addition, we have configured an energy harvesting subsystem on TelosB, including an energy harvester, an energy management module, and an energy storage module. The energy obtained by the harvester can be used directly by the node. When the node is harvesting power at a rate that exceeds its current power consumption, the remaining energy can be stored in the energy storage device. Generally, rechargeable battery or supercapacitor can be used as energy storage device. This paper uses IXOLAR XOB17-04x3 solar cells as energy harvester, 1F Maxwell HC series supercapacitor as energy storage device. In order to reduce the overhead of idle monitor of main transceiver, we have also integrated the present advanced low power RF wake-up receiver for low delay asynchronous communication.
The availability of relatively large storage flash memory chips embedded in modern sensor nodes plays a crucial role in permitting memory/performance trade-offs, which were not possible in previous generation platforms due to memory constraints. Flash chip is a specific type of EEPROM (Electrically Erasable Programmable Read-Only Memory) that enables access to n-bytes blocks in a single operation, instead of one operation per byte. This memory is nonvolatile, which means it doesn't need energy to maintain the information stored in the chip. TelosB uses the ST M25P80 40MHz Serial flash for external data and code storage. The flash memory holds 1024 KB of data and is decomposed into 16 segments, each 64 KB in size. It enables the random access for readings and shares SPI communication bus with the CC2420 transceiver. The minimum unit to be erased in flash is a block. This means all cells in a block must be erased together. Writing is performed on a per-byte basis, but it requires the block to be erased before writing on it.
In order to manage the data stored in the flash, we rely on TinyOS 2.x primitives [30] . Specifically, TinyOS 2.x provides three basic storage abstractions: small objects, circular logs, and large objects. TinyOS 2.x divides the flash chip into one or more fixed-size volumes. Each volume provides a single type of storage abstraction (e.g., configuration, log, or block storage). The abstraction type defines the physical layout of data on flash memory. We use the LogStorage and ConfigStorage abstractions to write and read data.
We focus on a climate monitoring scenario, in which temperature and humidity of environment are measured twice per minute. We equipped TelosB with an on-board Sensirion SHT1x sensors that perform temperature and humidity measurements twice per minute. Measured data will be signed by UOV signature scheme and the signed data will be delivered by the IEEE 802.15.4 compliant wireless transceiver. During the rest of time, MCU is in sleep mode to reduce power consumption.
B. PERFORMANCE EVALUATION OF OUR PRECOMPUTATION
We implemente our online/offline signature scheme by using nesC language on TinyOS. TinyOS is an open source operating system designed for low-energy wireless devices. The component based on framework has greatly facilitated the development of embedded applications.
1) PARAMETER CHOSEN
We choose GF (31) as the base field of UOV for faster basic operations. According to the current conclusion in [28] and [31] . We choose (GF(31), v = 38, o = 19) for 64-bit security and (GF (31) , v = 66, o = 33) for 80-bit security.
2) HYBRID REPRESENTATION
As MSP430 is a 16-bit RISC processor, we use 16-bit integer to represent a field element. Lazy modular reduction can be used to speed up the basic field operations. However, storing elements in 16-bit representation will cause redundant storage. A better idea is to pack three 5-bit elements in 16-bit and convert them to 16-bit representation during computing. This simple strategy can reduce 65% of the memory overhead.
3) LAZY MODULAR REDUCTION
To compute a + b over the base field, we first do integer addition: int(a) + int(b), then reduce the result into [0, 30] . Shift-and-add can be applied to speed up the reduction operations. As we use 16-bit integer to represent a field element when doing computation, int(a) and int(b) is far less than 2 16 . No overflow will occur during integer addition. int(a)*int(b) is strictly less than (2 5 − 1) 2 , we can do only 1 modular reduction for 64 mul-and-add operations, which will save a lot of time.
We implement UOV, UOV with precomputation, Circulant UOV and Circulant UOV with precomputation on our experimental platforms. We carried 1000 experiments for each scheme and recorded their average performance. The energy consumption can be calculated by the voltage, current and working time of MCU. Table 3 gives an overview comparison among them.
From Table 3 , we can observe that energy overhead and latency of signing process of Circulant UOV is approximately 60% of that of UOV, and the private key size of Circulant UOV is approximately 55% of that of UOV. At the meantime we can observe that precomputation can significantly reduce the energy cost and accelerate the signing speed of EH-WSN. For UOV, precomputation can accelerate the run-time signing and reduce the run-time energy cost by about 95%. For Circulant UOV, precomputation can reduce the run-time signing speed and the run-time energy cost by about 91%.
C. PERFORMANCE EVALUATION WITH HARVESTING-ENABLED OPTIMIZATIONS
In order to evaluate the performance optimization of the energy harvesting and precomputation method for the system, we simulate UOV, UOV with precomputation, Circulant UOV and Circulant UOV with precomputation in GreenCastalia [32] , which is an open-source energy-harvesting simulation framework developed for the Castalia simulator. GreenCastalia supports multi-source, multi-storage energy harvesting framework. In the simulations, we consider the same scenario as in Section IV-A. We include a realistic model of MSP430 to match the energy cost of TelosB motes. Temperature and humidity of environment are measured twice per minute. We set the power consumption to 3mW and the working time to 171ms for each measurement by using the on-board Sensirion SHT1x. The collected data is sent to the aggregation node after being signed. We use the default settings of GreenCastalia for communication. The channel data rate is set to 250kbps. We run the simulation for seven days. The energy harvesting system uses the IXOLAR XOB17-04x3 solar cells as the energy harvester, the 1F Maxwell HC series supercapacitor as the energy storage device, the solar charging battery as the main battery, and a non-rechargeable battery as the standby battery. First, we test the overhead of wireless sensor network nodes in three aspects: data sensing, signing, and communication. Figure 3 and Figure 4 give the percentage of perday energy consumption associated with sensing, signing, VOLUME 6, 2018 and communication using UOV or Circulant UOV without precomputation.
Here, we use a state-of-the-art RF Wake-Up Receiver with nano ampere current consumption rather than duty-cyclebased communication. By eliminating idle listening in main transceiver, it can reduce the energy consumption of communication. From Figure 3 and Figure 4 , we can see that the energy consumption of generating signatures is a very expensive part in our systems. It accounts for 49% of total overhead when signing with UOV and it accounts for 36% of the total overhead when signing with Circulant UOV. And the energy consumption of sensing is the least. Therefore, optimization of signing process can reduce the total energy cost of the system.
To simulate energy harvesting, we can collect solar energy from real life as input for simulation. Here, we use the energyharvesting datasets published by the National Renewable Energy Laboratory. We randomly choose the solar energy data in Denver for seven consecutive days in June as our energy supply. Figure 5 presents the solar irradiance in Denver for a day in June . Suppose I is the radiant energy incident onto surface, we calculate the power P h harvested by a solar cell of size S and efficiency η as: P h = S · η · I . The energy harvested by the nodes varies with weather conditions. This causes energy to be either sparely used, or there may be an excess of energy. The overflowed energy would be wasted if not immediately used. Therefore, when the current energy storage exceeds a given charging level threshold and a node is harvesting power at a rate that exceeds its current power consumption, we precompute tuples as much as possible. The precomputed result is stored in the flash memory of the nodes. Figure 6 shows the average energy spent per day to sign messages with different signing schemes. The average energy spent per day to sign messages is 6.3J for UOV without precomputation and around 3.54J with precomputation, resulting in a 44% reduction in energy consumption. For Circulant UOV, precomputation can reduce energy cost by about 88%. Also, compared with the basic precomputation for UOV, the average energy spent per day to sign messages is 0.436J for Circulant UOV with precomputation, resulting in a 87% reduction in energy consumption. That means, circulant method can further reduce the energy cost. Overall, by combining circulant method with precomputation in UOV signature, the cost of UOV signature in a WSN node can be reduced by 93%. This greatly improves the performance of the signature and makes it more suitable for resource-limited wireless sensor network environment. In order to further estimate the impact of precomputation on availability, we consider TelosB with an on-board Sensirion SHT1x sensors that performs temperature and humidity measurements four times per minute. Figure 7 shows snapshot of energy stored in supercapacitor in the first day with different signing schemes. The power stored in supercapacitor will run out in 7 hours when generating signature using UOV. Precomputation can make UOV stay a little longer, but the impact is limited because of the limited number of precomputation tuple. For UOV with precomputation, we can see that there exists significant slope change in polylines of energy stored in supercapacitor during the discharging phase. The reason for this problem is the precomputation tuples are used up. Circulant UOV has a faster signing process, which will make it more economical. Circulant UOV with precomputation is the cheapest of these four solutions. When precomputation tuples are sufficient, the supercapacitor can support it for 12.7 hours. It can be seen that precomputation enhances the availability of overflow energy and reduces energy consumption in the online phase, which prolongs lives of batteries. For a frequent computing system, the smaller the precomputation result is, the more stored precomputation pairs can be, and the better the availability of the system will be.
By using the harvest energy as the main energy supply and the battery as a backup energy, we can reduce the average battery consumption per day. When enough energy is collected from the environment, the system uses the collected energy to supply electricity. When the energy collected from the environment is not enough to support the operation of the system, the system will consume the energy of the backup battery. Table 4 gives the average energy consumption of battery per day for signing messages. Daily consumption of battery energy for generating signature reduces to 4.24J for UOV and 2.16J for Circulant UOV. It is clear that energy harvesting technologies can reduce the pre-day energy consumption of battery and prolong the life cycle of system. The impact of precomputation is also very obvious. The signing overhead of UOV with precomputation is about 45% of that of UOV, and the signing overhead of Circulant UOV with precomputation is about 6.5% of that of Circulant UOV. As can be seen from Figure 7 and Table 4 , the longer the rechargeable battery life is, the less battery consumption of the backup battery will be. After using the energy harvesting technology, the daily energy consumption of the backup battery is reduced to 0.14J when the Circulant UOV with precomputation signature scheme is used for signature. When the sensor node uses up the power of capacitor, it will use the non-rechargeable battery for power supply. At this time, the precomputation pairs generated in the offline phase are not used up. Therefore, it only needs to consume 0.11mJ for each signature. It can be seen from table 4 that using precomputation and energy harvesting technology can prolong the life of battery and the total available time of system. Finally, we tested the total number of signatures generated by different signature schemes within 3 days in a practical experimental scenario. We consider the same experimental scenario as the Section IV-A , which only collects solar energy from the environment to power the system. We choose the parameters of UOV with 80-bit security. Each mote performs temperature and humidity measurements four times per minute.
We placed the sensor node by the window of our lab and recorded the total number of signatures generated by each signature scheme from August 25, 2017 to August 28, 2017, which is shown in Table 5 . From Table 5 , we can observe that using precomputation techniques increases total number of signatures. The faster the power consumption of the capacitor in Figure 7 is, the less the total signature number in Table 5 will be, and vice versa. Using the precomputation method, Circulant UOV signature scheme can make system run longer and get more signatures.
D. COMPARISON WITH OTHER SIGNATURE SCHEMES
We compare the performance of our signature schemes with other online/offline signature schemes on EH-WSN in terms VOLUME 6, 2018 of time and energy consumption on a TelsoB node. The comparison result is shown in Table 6 .
As is expected in Table 6 , our signature scheme is about seven times faster than the work of [33] . And the energy consumption is much smaller than that of the compared work. It clearly shows that precomptation permits our scheme to significantly outperform other schemes reported in the table.
V. CONCLUSION
In this paper, we mainly focus on a concrete online/offline implementation of UOV signature scheme in wireless sensor networks with energy harvesting capabilities. We propose precomputation methods for UOV signature in wireless sensor networks. Through simulations and real-life experimentation, we showed that precomputations permit one to significantly reduce the energy cost and improve the performance of system. By combining circulant method with precomputation techniques and energy-harvesting capabilities of modern sensor nodes, the cost of UOV signature in a WSN node can be reduced by 93%. This greatly enhances the performance of UOV signature, making it feasible for the practical deployment on resource-constrained wireless sensor platforms. Besides, circulant method reduces size and memory overhead of the precomputation tuple. This increases the availability of precomputation and greatly enhances the availability of the overflow energy. By moving the computation of most resource-demanding operations to times when the energy is at peak, it can also greatly enhance the availability of the overflow energy.
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